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Abstract. We propose a generalization of the encryption system based on double
random phase encoding (DRPE) and a joint transform correlator (JTC), from the
Fourier domain to the fractional Fourier domain (FrFD) by using the fractional Fourier
operators, such as the fractional Fourier transform (FrFT), fractional traslation,
fractional convolution and fractional correlation. Image encryption systems based
on a JTC architecture in the FrFD usually produce low quality decrypted images.
In this work, we present two approaches to improve the quality of the decrypted
images, which are based on nonlinear processing applied to the encrypted function
(that contains the joint fractional power spectrum, JFPS) and the nonzero-order JTC
in the FrFD. When the two approaches are combined, the quality of the decrypted
image is higher. In addition to the advantages introduced by the implementation of
the DRPE using a JTC, we demonstrate that the proposed encryption system in the
FrFD preserves the shift-invariance property of the JTC-based encryption system in
the Fourier domain, with respect to the lateral displacement of both the key random
mask in the decryption process and the retrieval of the primary image. The feasibility
of this encryption system is verified and analyzed by computer simulations.
Keywords: Encryption and decryption systems, joint transform correlator, double
random phase encoding, fractional Fourier transform, fractional traslation, fractional
convolution, fractional correlation, and nonlinear image processing.
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1. Introduction
Optical techniques are well-known to be suited for image encryption [1], since Re´fre´gier
and Javidi proposed the method of double-random phase encoding (DRPE) [2], which
has been further extended from the Fourier domain to the Fresnel domain [3, 4] and the
fractional Fourier domain (FrFD) [5, 6, 7, 8, 9], in order to increase the security of the
DRPE technique. The DRPE generates the encrypted image, consisting of a stationary
white noise image, for which two random phase masks (RPMs) in both the input plane
and the Fourier plane are used [2]. The first optical setup of the DRPE technique
was implemented using a classical 4f -processor [10]. Since this optical processor is a
holographic system, it requires a strict optical alignment and, in addition to this, the
decryption process needs the exact complex conjugate of one of the RPMs used as key. In
order to mitigate these constraints, the joint transform correlator (JTC) architecture has
been used to implement the DRPE technique in the Fourier domain [11, 12, 13, 14, 15].
The encrypted image for the JTC architecture is a real-valued distribution that is
captured by a CCD camera in the Fourier plane while the DRPE implemented with
a 4f -processor requires the recording of complex-valued information. The key mask
used in the JTC-based encryption system is the same as for the decryption process [11].
Initially, the JTC-based encryption system has two choices for the security key: the
first choice, the security key is designed to be the inverse Fourier transform of a RPM,
just as it was proposed in Ref. [11], and the second choice, the security key is the RPM
itself, just as it was proposed in [12, 13, 14]. For the first choice, the security key is a
fully complex-valued distribution at the input plane of the JTC and, in order to optically
reproduce this security key, the optical entrance of the setup proposed in [11] was split
into two beams. This solution became more complex and required finer alignment
than a conventional JTC. In Ref. [15], the authors proposed a different solution for
this first choice, they represent the security key as a real-valued distribution whose
Fourier transform had a uniform amplitude distribution and a uniformly random phase
distribution. In the second choice, the security key is a random phase-only distribution
at the input plane of the JTC. For this case, the security key can be easily implemented
using a simple diffuser glass (random phase element) [12, 14].
The DRPE implemented with a JTC architecture has also been extended from the
Fourier domain to the Fresnel domain [16, 17] and the FrFD [18, 19, 20, 21, 22]. The
JTC-based encryption systems in the FrFD presented in [18, 19, 20] are generalizations
of the encryption system proposed in [12, 13]. These encryption systems in the FrFD
produce low quality decrypted images. The other optical security systems introduced
in [21, 22] are based on the phase-shifting method, iterative processes and phase retrieval
algorithms, and therefore, the image encryption and the decryption system differ from
the DRPE proposed in [2, 5, 11].
The cryptanalysis of the DRPE has proved that this security system is vulnerable to
chosen–plaintext attacks (CPA) [23, 24], and known–plaintext attacks (KPA) [24, 25].
This weakness is due to the linear property of the DRPE system [24]. The DRPE
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implemented with a JTC is also vulnerable to CPA [26], and KPA [27]. These plaintext
attacks can be extended to the DRPE systems in the FrFD, provided the fractional
order of the fractional Fourier transform (FrFT) [28] is known.
Recently, the sparse representation [29, 30] and the photon-counting technique [31,
32, 33] have been integrated to the DRPE for information encoding and authentication.
These integrations introduce a new level of information protection that increases the
security of the DRPE and makes the authentication system more robust against
unauthorized attacks [31, 32]. The sparse optical security system presented in [30]
was described in the FrFD and it can be implemented using a JTC architecture [29].
In this paper, we propose a generalization of the JTC-based encryption
systems described in [14] using the fractional Fourier operators, such as the FrFT,
fractional traslation, and the new definitions for: fractional convolution and fractional
correlation [34], with the purpose of improving the quality of the decrypted images
and increasing the security of the encryption system in comparison with the previous
encryption systems based on a JTC architecture [11, 12, 13, 14, 15, 18, 19, 20]. We
explain the main causes of the low quality of the decrypted images obtained in [18, 19, 20]
and propose two approaches to improve the quality of the decrypted images. The
first approach introduces a simple nonlinear operation in the encrypted function that
contains the joint fractional power spectrum (JFPS). The second approach combines
the nonzero-order JTC [35] in the FrFD and the nonlinear operation presented in the
first approach. The proposed encryption system keeps the properties of the JTC-based
encryption systems that operate in the FrFD, such as new degrees of freedom for the
optical setup, because the position of the lens in the proposed optical encryption setup
can be chosen, so that an additional key given by the fractional order of the FrFT is
introduced in the security system. This additional key improves security.
The encryption system introduced here, can be implemented using a simplified
JTC in the FrFD that avoids the beam splitting required by other optical JTC
implementations [11, 18, 19, 20]. In addition, the two approaches used to improve
the quality of the decrypted image do not increase the amount of information to be
transmitted because the resulting encrypted function has the same size as the original
version. The proposed JTC-based encryption-decryption system in the FrFD preserves
the shift-invariance property with respect to lateral displacements of both the key
random mask in the decryption process and the retrieval of the primary image [1, 34].
The remainder of this paper is organized as follows: In section 2, a JTC-based
encryption system using fractional Fourier operators is introduced and the reasons of
the low quality of the decrypted image are analyzed. In section 3, two approaches
to improve the quality of the decrypted image are presented and also, the simulation
results to demonstrate the feasibility of the modified encryption and decryption system
are given. Conclusions are outlined in section 4.
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2. Image encryption system based on the JTC architecture and fractional
Fourier transform
In this section, we generalize the encryption system presented in section 2 of
Ref. [14] using fractional Fourier operators, such as the FrFT (Appendix A), fractional
traslation (Appendix B), fractional convolution (Appendix C) and fractional correlation
(Appendix C). Let f(x) be the original image to be encrypted with real values in the
interval [0, 1], written in one-dimensional notation for the sake of simplicity, and r(x)
and h(x) be two RPMs given by
r(x) = exp{i2pis(x)}, h(x) = exp{i2pin(x)}, (1)
where s(x) and n(x) are normalized positive functions randomly generated, statistically
independent and uniformly distributed in the interval [0, 1]. In order to simplify the
following equations, we define a new function g(x) = f(x)r(x), which is the original
image to be encrypted bonded to the RPM r(x).
For the encryption system shown in Fig. 1 (Part I), the new function g(x) and
the RPM h(x) are placed side by side at the input plane of the JTC by means of the
fractional traslation operators Ta;α and T−a;α, respectively, where a is a real value and
α represents the fractional order of the FrFT operator to be used. Therefore, the input
plane of the JTC-based encryption system is
t(x) = Ta;α [g(x)] +T−a;α [h(x)]
= g(x− a) exp
{
i2pia
(
x− a
2
)
cotα
}
+ h(x+ a) exp
{
−i2pia
(
x+
a
2
)
cotα
}
. (2)
The JFPS, also named the encrypted fractional power spectrum eα(u), is given by:
eα(u) = JFPSα(u) = |Fα{t(x)}|2
= |Fα{Ta;α [g(x)] +T−a;α [h(x)] }|2
= |gα(u) exp {i2piau cscα}+ hα(u) exp {−i2piau cscα} |2
= |gα(u)|2 + |hα(u)|2 + g∗α(u)hα(u) exp{−i2pi(2a)u cscα}
+ gα(u)h
∗
α(u) exp{i2pi(2a)u cscα}, (3)
where the superscript ∗ denotes the complex conjugation operation. The pure linear
phase terms symmetrically introduced in Eq. (2) are used to ensure the complete
overlapping of the fractional spectra corresponding to gα(u) = Fα{g(x)} and hα(u) =
Fα{h(x)} in Eq. (3). The encrypted image eα(u) is a real-valued distribution that is
acquired by a CCD camera. The security keys of the encryption system are the RPM
h(x) and the fractional order α (the distances d1, d2 and the focal length of the lens,
control the value of the fractional order α [28, 36]). The RPM r(x) is used to spread the
information content of the original image f(x) onto the encrypted image eα(u). When
the fractional order is equal to pi/2, the Eq. (3) is reduced to the Eq. (2) of Ref. [14].
In the decryption system (Fig. 1, part II), the RPM h(x) is shifted to x = −a with
fractional order α and, consequently, the encrypted image eα(u) located in the FrFD is
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Figure 1. Schematic representation of the optical setup. The encryption system (Part
I) is based on a JTC in the FrFD and the decryption system (Part II) is composed by
two successive FrFTs.
illuminated by Fα{T−a;α [h(x)] }. Using the results of Appendix B and Eq. (3), this
initial step of the decryption process can be expressed by
dα(u) = eα(u)F
α{T−a;α [h(x)] } = eα(u)hα(u) exp {−i2piau cscα}
= gα(u)g
∗
α(u) exp{−ipiu2 cotα}
× hα(u) exp{ipiu2 cotα} exp {−i2piau cscα}
+ hα(u)h
∗
α(u) exp{−ipiu2 cotα}
× hα(u) exp{ipiu2 cotα} exp {−i2piau cscα}
+ hα(u)hα(u) exp{ipiu2 cotα}
× g∗α(u) exp{−ipiu2 cotα} exp {−i2pi(3a)u cscα}
+ hα(u)h
∗
α(u) exp{−ipiu2 cotα}
× gα(u) exp{ipiu2 cotα} exp {i2piau cscα} . (4)
The FrFT at fractional order −α of Eq. (4) is
d(x) = F−α{dα(u)} = T−a;α [{g(x)~α g(x)} ∗α h(x)]
+T−a;α [{h(x)~α h(x)} ∗α h(x)] +T−3a;α [{h(x) ∗α h(x)}~α g(x)]
+Ta;α [{h(x)~α h(x)} ∗α g(x)] , (5)
where ∗α indicates the fractional convolution operator and ~α denotes the fractional
correlation operator. The first, second, and third terms of Eq. (5) are spatially separated
noisy images at coordinates x = −a and x = −3a. The fourth term on the right side of
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Eq. (5) retains the information to be decrypted [14]. Therefore, if we take the absolute
value of this term, the decrypted image fˆ(x) at coordinate x = a is
fˆ(x− a) = |Ta;α[ {h(x)~α h(x)} ∗α {f(x)r(x)}]|. (6)
The decrypted image fˆ(x) would no longer be the original image f(x), because
the fractional autocorrelation of the RPM h(x) in general is not equal to a Dirac
delta function δ(x). This fact is the principal cause of the low quality of the obtained
decrypted images in the encryption-decryption systems proposed in Refs. [18, 19]. For
the decryption system presented in Ref. [20], the cause of the low quality of the decrypted
images is the consideration that the autocorrelation of a RPM can be approximated by
a Dirac delta distribution δ(x), this consideration is not longer true for the DRPE
technique just as it was demonstrated in Ref. [14]. The Eq. (6) is a fractional Fourier
generalization of the Eq. (4) of Ref. [14].
The simulation results for the encryption-decryption system presented in this
section are shown in Fig. 2. The original image to be encrypted f(x) and the random
distribution code n(x) of the RPM h(x) are depicted in Figs. 2(a) and 2(b), respectively.
The encrypted image eα(u) for the fractional order p = 1.5 (α = ppi/2 = 3pi/4) is
displayed in Fig. 2(c). The absolute value of the output plane for the decryption
procedure |d(x)| with the correct keys, the fractional order p and the RPM h(x), is
shown in Fig. 2(d). The decrypted image f˜(x) presented in Fig. 2(e) is the magnified
region of interest, centered at position x = a, of the output plane |d(x)|, this image
f˜(x) has been obtained through the whole process represented by Eqs. (2)–(5). The
decrypted image fˆ(x) shown in Fig. 2(f) has been obtained by calculating just the right
term of Eq. (6). The fractional autocorrelation of the RPM h(x) with α = 3pi/4 is shown
in Figs. 2(g)–2(i): Figure 2(g) represents the modulus |h(x) ~α h(x)| in a linear scale,
Fig. 2(h) is the phase h(x) ~α h(x)/|h(x) ~α h(x)| coded in grey levels, and Fig. 2(i)
shows a pseudocolor three-dimensional representation of the modulus |h(x)~α h(x)|.
The decrypted images shown in Figs. 2(e) and 2(f) are poor quality because the
fractional autocorrelation of the RPM h(x) is a noisy image (see Figs. 2(g)–2(i)), this
fact was determined by the result of Eq. (6). To quantitatively evaluate the quality of
the decrypted images, we use the root mean square error (RMSE) [37]. The RMSE for
the decrypted images f˜(x) and fˆ(x), with respect to the original image f(x) is defined
using the following expression
RMSE =
(∑M
x=1 [f(x)− f˘(x)]2∑M
x=1 [f(x)]
2
) 1
2
, (7)
where RMSE1 is defined for f˘(x) = f˜(x) and RMSE2 for f˘(x) = fˆ(x). It is worth
remarking that the decrypted images f˜(x) and fˆ(x) were obtained in two different
ways. In Fig. 3, we present the results for the RMSE1 and RMSE2 versus the fractional
order p. When p = 0, the FrFT operator corresponds to the identity transform and
the RMSE is zero in Fig. 3, this particular fractional order p = 0 is trivial and makes
no sense, so we skip it for the encryption system. The minimum value different from
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zero for the RMSE curves in Fig. 3, is 0.509 that corresponds to the fractional orders
p = ±1 (direct and inverse Fourier transform, respectively), this case was analyzed and
reported in Ref. [14]. When the fractional order is different from p = ±1 or p = 0
in Fig. 3, the range of values for the RMSE curves are between 0.6 and 0.8. These
high values of RMSE confirm the very low quality of the decrypted images for different
fractional orders.
3. Approaches to improve the quality of the decrypted image
We propose two approaches in order to improve the quality of the decrypted image in
the encryption-decryption system presented in section 2. The first approach introduces
a simple nonlinear operation on the JFPS. The second approach combines the nonzero-
order JTC [35, 38] in the FrFD and the nonlinear operation of the first approach.
3.1. Approach I: Nonlinear modification of the JTC architecture
In section 2, we have demonstrated that the fractional autocorrelation of the RPM h(x)
presented in Eq. (6) significantly degrades the quality of the decrypted image. Therefore,
to eliminate this fractional autocorrelation from Eq. (6), we propose to modify the
encrypted function (the JFPS given by Eq. (3)) by extending the nonlinear method
presented in Ref. [14] to the FrFD. Thus, the new encrypted function eN1α (u) is defined
as the JFPS divided by the nonlinear term |hα(u)|2, and it is represented by the following
equation
eN1α (u) =
JFPSα(u)
|hα(u)|2 =
|gα(u)|2
|hα(u)|2 + 1 + g
∗
α(u)
hα(u)
|hα(u)|2 exp{−i2pi(2a)u cscα}
+ gα(u)
h∗α(u)
|hα(u)|2 exp{i2pi(2a)u cscα}. (8)
If |hα(u)|2 is equal to zero for a particular value of u, this intensity value is
substituted by a very small constant to avoid singularities when computing eN1α (u).
The new encrypted function remains as a real-valued function that can be computed
from the intensity distributions of the JFPSα(u) and |hα(u)|2, previously acquired by
the CCD camera. The Eq. (8) is also a fractional Fourier generalization of the Eq. (8)
of Ref. [14].
For the decryption system, we have the product between the new encrypted image
eN1α (u) and the FrFT at fractional order α of T−a;α [h(x)] as
dN1α (u) = e
N1
α (u)F
α{T−a;α [h(x)] } = eN1α (u)hα(u) exp {−i2piau cscα}
= |gα(u)|2 hα(u)|hα(u)|2 exp {−i2piau cscα}+ hα(u) exp {−i2piau cscα}
+ g∗α(u)
h2α(u)
|hα(u)|2 exp{−i2pi(3a)u cscα}
+ gα(u)
hα(u)h
∗
α(u)
|hα(u)|2 exp{i2piau cscα}. (9)
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(a) (b) (c)
x = 0 x = ax = −ax = −3a
(d)
(e) (f) (g)
(h) (i)
Figure 2. (a) Original image to be encrypted f(x), (b) Random distribution code
n(x) of the RPM h(x), (c) Encrypted image eα(u) for the fractional order p = 1.5
(α = ppi/2 = 3pi/4), (d) Absolute value of the output plane |d(x)| for the decryption
system with the correct keys, the fractional order p and the RPM h(x). (e) Magnified
region of interest of |d(x)| corresponding to the decrypted image f˜(x) at coordinate
x = a and, (f) Decrypted image fˆ(x) using just the right term of Eq. (6). Fractional
autocorrelation of h(x) with α = 3pi/4: (g) modulus |h(x) ~α h(x)| in a linear scale,
(h) phase h(x)~α h(x)/|h(x)~α h(x)| coded in grey levels, and (i) pseudocolor three-
dimensional representation of the modulus |h(x)~α h(x)|.
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Figure 3. RMSE1 and RMSE2 versus the fractional order p for the case presented in
Fig. 2.
To retrieve the original image, we apply the FrFT operator at fractional order −α
to the simplified fourth term of Eq. (9) and then, an absolute value function. Therefore,
the decrypted image obtained at coordinate x = a is given by
fˆ(x− a) = |F−α[gα(u) exp{i2piau cscα}]|
= |Ta;α[f(x)r(x)]| = f(x− a). (10)
The nonlinear operation introduced in the Eq. (8) allows the retrieval of the original
image in the decryption system. Unlike Eq. (6), the result of Eq. (10) does not have
the fractional autocorrelation of the RPM h(x), and thus, the quality of the decrypted
image would significantly increase.
In Fig. 4, we present the results of the numerical simulations for the nonlinear
JTC-encryption system in the FrFD proposed in this subsection. The original image
f(x) to be encrypted is shown in Fig. 4(a). The new encrypted image eN1α (u) for the
fractional order p = 1.5 is presented in Fig. 4(b). The absolute value of the output
plane for the decryption procedure |dN1(x)| = |F−α{dN1α (u)}| with the true keys, the
fractional order p and the RPM h(x), is displayed in Fig. 4(c). We observe in Fig. 4(c)
that the component at coordinate x = −a is more intense than the components at
coordinates x = −3a and x = a (decrypted image). The decrypted image f˜(x) presented
in Fig. 4(d) is the magnified region of interest, centered at position x = a, of the output
plane |dN1(x)|. The RMSE between the original image from Fig. 4(a) and the decrypted
image from Fig. 4(d) is 0.187. Due to the removal of the fractional autocorrelation term
from the decrypted signal (compare Eq. (6) and Eq. (10)), the quality of the retrieved
image in Fig. 4(d) is remarkably improved in comparison to the decrypted images shown
in Figs. 2(e) and 2(f). If we visually compare the decrypted image obtained in Fig. 4(d)
with respect to the original image to be encrypted and shown in Fig. 4(a), we can see
some noise presented in the decrypted image of Fig. 4(d). This noise will be removed
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from the decrypted image in the next subsection. The noisy decrypted image displayed
in Fig. 4(e), corresponds to the retrieved image in the decryption system when the key
of the RPM h(x) is wrong and the value of the fractional order is correct.
(a) (b)
x = −3a x = −a x = 0 x = a
(c)
(d) (e)
Figure 4. (a) Original image to be encrypted f(x), (b) Encrypted image eN1α (u) for
the fractional order p = 1.5, (c) Absolute value of the output plane |dN1(x)| for the
decryption system with the correct keys, the fractional order p and the RPM h(x).
(d) Magnified region of interest of |dN1(x)| corresponding to the decrypted image f˜(x)
at coordinate x = a and (e) Decrypted image using an incorrect RPM h(x) and the
correct fractional order.
3.2. Approach II: Removing the zero-order fractional power spectra from the JFPS
The nonzero-order JTC was used to improve the detection efficiency of the conventional
JTC in the image pattern recognition [35, 38]. In this subsection, we propose to use a
nonzero-order JTC in the FrFD and also, to apply the nonlinear operation introduced
in the subsection 3.1 to further improve the quality of the decrypted image obtained in
Fig. 4(d).
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In order to define the new encrypted image eN2α (u), we eliminate the zero-order
fractional power spectra (|gα(u)|2 and |hα(u)|2 terms) of the JFPS by extending the
nonzero-order JTC architecture to the FrFD. Thus, we define the encrypted image
eN2α (u) as the modified JFPS divided by the nonlinear term |hα(u)|2
eN2α (u) =
JFPSα(u)− |gα(u)|2 − |hα(u)|2
|hα(u)|2
= g∗α(u)
hα(u)
|hα(u)|2 exp{−i2pi(2a)u cscα}
+ gα(u)
h∗α(u)
|hα(u)|2 exp{i2pi(2a)u cscα}. (11)
The encrypted function eN2α (u) is still a real-valued function. We need to acquire
three intensity distributions, which are the JFPSα(u), |gα(u)|2 and |hα(u)|2 to compute
the encrypted image eN2α (u).
In the decryption process, we perform the product between the encrypted function
eN2α (u) and the FrFT at fractional order α of T−a;α [h(x)], this product is given by
dN2α (u) = e
N2
α (u)F
α{T−a;α [h(x)] } = eN2α (u)hα(u) exp {−i2piau cscα}
=
hα(u)
|hα(u)|
hα(u)
|hα(u)| exp{ipiu
2 cotα}
× g∗α(u) exp{−ipiu2 cotα} exp {i2pi(−3a)u cscα}
+
hα(u)h
∗
α(u)
|hα(u)|2 gα(u) exp {i2piau cscα} . (12)
The FrFT at fractional order −α of last equation is
dN2(x) = F−α{dN2α (u)}
= T−3a;α [{h1(x) ∗α h1(x)}~α g(x)] +Ta;α [g(x)] , (13)
where h1(x) = F−α{hα(u)/|hα(u)|}. When the absolute value is applied to the second
term of Eq. (13), we obtain the decrypted image at coordinate x = a
fˆ(x− a) = |Ta;α [g(x)] | = |Ta;α [f(x)r(x)] | = f(x− a). (14)
This equation is equal to Eq. (10), and therefore, for both equations we expect a
higher quality for the decrypted image in comparison with the retrieved image from
Eq. (6) because the fractional autocorrelation term of the RPM h(x) was removed from
the right side of Eqs. (10) and (14). We remark that the output planes for the decryption
system in the approaches I and II, dN1(x) (it has four terms) and dN2(x) (it has two
terms), respectively, are very different.
The simulation results for the encryption-decryption system presented in this
subsection are shown in Fig. 5. The original image f(x) to be encrypted is displayed in
Fig. 5(a). The encrypted image eN2α (u) with the fractional order p = 1.5 is presented in
Fig. 5(b). The absolute value of the output plane for the decryption procedure |dN2(x)|
with the true keys, the fractional order p and the RPM h(x), is shown in Fig. 5(c). The
decrypted image f˜(x) depicted in Fig. 5(d) is the magnified region of interest, centered
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at position x = a, of the output plane |dN2(x)|. The RMSE between the original image
from Fig. 5(a) and the decrypted image from Fig. 5(d) is 0.012. The image quality
for the decrypted image of Fig. 5(d) is higher than the decrypted image of Fig. 4(d),
because the zero-order fractional power spectra were removed from the JFPS. We note
in Fig. 5(c) that the decrypted image at coordinate x = a is more intense in comparison
with the decrypted image from Fig. 4(c) at the same coordinate, this fact is due to
the removal of the zero-order fractional power from the JFPS. Therefore, the approach
II is more efficient than the approach I with respect to the recovered intensity for the
decrypted image.
(a) (b)
x = 0 x = ax = −3a
(c)
(d) (e)
Figure 5. (a) Original image to be encrypted f(x), (b) Encrypted image eN2α (u)
with the fractional order p = 1.5, (c) Absolute value of the output plane |dN2(x)| for
the decryption system with the true keys, the fractional order p and the RPM h(x).
(d) Magnified region of interest of |dN2(x)| corresponding to the decrypted image
f˜(x) at coordinate x = a and (e) Decrypted image using an incorrect fractional order
p = 1.497 and the correct RPM h(x).
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The noisy decrypted image shown in Fig. 5(e) corresponds to the retrieved image
in the decryption system when the key of the RPM h(x) is correct and the value of the
fractional order p differs from the correct value in 0.2%. When an incorrect RPM h(x) or
a wrong value of the fractional order p are used in the decryption system, the decrypted
images obtained are noisy patterns similar to Fig. 5(e). Therefore, the provided result
demonstrate that the all keys (the RPM h(x) and the fractional order α) are required
in the decryption system for the correct retrieval of the original image.
The sensitivity on the fractional order p of the FrFT for the decrypted images is
examined by introducing small error in this, and then we evaluate the RMSE1, which
is defined in Eq. (7), between the original image f(x) and the decrypted image f˜(x)
to measure the level of protection on the encrypted image eN2α (u). Figure 6 presents
the RMSE1 versus the relative error of p for the image retrieval and it shows that p is
sensitive to a variation of 10−4. Therefore, the space key for the fractional order of the
FrFT is 4× 104.
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Figure 6. Variations of the RMSE1 versus the relative error of p for the decryption
system.
We have tested the performance of the proposed encryption-decryption system when
the encrypted image is corrupted by noise or occlusion [39]. The decrypted images
presented in Figs. 7(a) and 7(b), correspond to the images retrieved by the decryption
system when the encrypted image of Fig. 5(b) is perturbed by additive and multiplicative
Gaussian white noise with zero mean and variance of σ2 = 0.2, respectively. The RMSEs
between the original image (Fig. 5(a)) and the decrypted images (Figs. 7(a) and 7(b))
are 0.251 and 0.238, respectively. If the encrypted image of Fig. 5(b) is occluded by
12.5% (Fig. 7(c)) and 25% (Fig. 7(d)) of its area (the values of occluded pixels are
replaced with the value of zero), we obtain the decrypted images depicted in Figs. 7(e)
and 7(f), respectively. The RMSEs between the original image (Fig. 5(a)) and the
decrypted images (Figs. 7(e) and 7(f)) are 0.346 and 0.406, respectively. Despite the
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loss quality that affects the decrypted images shown in Figs. 7(a), 7(b), 7(e), and 7(f),
the presence of the original image (Fig. 5(a)) can be recognized in all of them. These
examples show the robustness of the proposed encryption-decryption system to certain
amount of degradation in the encrypted image by noise or occlusion.
(a) (b)
Occluded
zone
(c)
Occluded
zone
(d) (e) (f)
Figure 7. Decrypted images when the encrypted image of Fig. 5(b) is corrupted
by a Gaussian white noise with zero mean and variance of σ2 = 0.2: (a) additive
noise and (b) multiplicative noise. Occluded encrypted images from Fig. 5(b) with the
following percentage occlusion of its area: (c) 12.5% and (d) 25%. Decrypted images
corresponding to the occluded encrypted images of: (e) Fig. 7(c) and (f) Fig. 7(d).
Finally, we propose some guidelines in order to increase the security of the JTC-
based encryption system against the CPA [26], and KPA [27]. The nonlinear operation
introduced in the JFPS already improves the security of the encryption system against
the CPA, just as it was proved in [14, 16]. To increase the security of the encryption
system against KPA, we recommend to use different probability density functions (not
only the uniform distribution) for the random code functions corresponding to the RPM
h(x) [14, 16]. A random complex mask (RCM) was utilized as key for the encryption-
decryption system presented in [16]. This RCM can be used to further improve the
resistance of the JTC-based encryption in the FrFD against KPA [16].
3.2.1. Shift-invariance property of the RPM h(x) in the decryption system If the RPM
h(x) is shifted to x = −b with fractional order α in the initial step of the decryption
system, the following result is obtained
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dN3α (u) = e
N2
α (u)F
α{T−b;α [h(x)] } = eN2α (u)hα(u) exp {−i2pibu cscα}
=
hα(u)
|hα(u)|
hα(u)
|hα(u)| exp{ipiu
2 cotα}
× g∗α(u) exp{−ipiu2 cotα} exp {i2pi(−2a− b)u cscα}
+
hα(u)h
∗
α(u)
|hα(u)|2 gα(u) exp {i2pi(2a− b)u cscα} . (15)
The FrFT at fractional order −α of Eq. (15) is
dN3(x) = F−α{dN3α (u)}
= T−2a−b;α [{h1(x) ∗α h1(x)}~α g(x)] +T2a−b;α [g(x)] . (16)
When the absolute value is applied to the second term of Eq. (16), the decrypted
image can be recovered at coordinate x = 2a− b
|T2a−b;α [g(x)] | = |T2a−b;α [f(x)r(x)] | = f(x− 2a+ b). (17)
The Eq. (17) demonstrates that the encryption-decryption proposed in this paper
preserves the shift-invariance property of the RPM h(x) for decryption and the retrieval
of the original image; this shift-invariance of the encryption-decryption system is a
consequence of the fractional traslation invariance of the fractional convolution and
fractional correlation operators (see Appendix C) [34].
3.2.2. Description of the optical setup Figure 8 shows the schematic representation of
the optical setup for the proposed encryption system in the approach II. The encrypted
image given by Eq. (11) can be optically implemented using a two-step JTC [35, 40, 41]
in the FrFD. In the first step, the functions T−a;α [h(x)] and Ta;α [g(x)] are sequentially
displayed on the input plane of the setup. The intensity function |hα(u)|2 is captured in
the output plane of the encryption system when the function T−a;α [h(x)] is placed at
the input plane of the JTC and the optical FrFT is performed. Thereupon, the other
intensity function |gα(u)|2 is captured when the function Ta;α [g(x)] is placed at the
input plane. Finally, the JFPSα(u) represented by Eq. (3) is captured in the second
step [42]; in this step, the functions T−a;α [h(x)] and Ta;α [g(x)] are simultaneously
placed at the input plane of the JTC. Afterwards, the terms |gα(u)|2 and |hα(u)|2 are
digitally subtracted from the JFPS, and then, this result is divided by |hα(u)|2, and
thus, the encrypted image of Eq. (11) is computed. This encrypted image is the only
information to be transmitted; therefore, this system does not increase the amount of
data to transmit prior the decryption system [14, 16, 17]. The optical FrFT can be
performed by means of the optoelectronic setup developed in [43]. The fractional order
α of the FrFT is defined by the distances d1, d2 and the focal length of the lens [28, 36].
The pure linear phase terms contained in Ta;α [g(x)] and T−a;α [h(x)] that are
symmetrically introduced in the input plane of the JTC, see Eq. (2), can be implemented
using an optical biprism or a phase-only spatial light modulator (SLM). The RPMs
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r(x) and h(x) can be implemented using a simple diffuser glass [12, 14]. In fact, these
pure linear phase terms and the RPMs r(x) and h(x) can be displayed all together by
means of a phase-only SLM. Following the sampling theorem for fractional bandlimited
signals [34, 44], the sampling intervals in the spatial and fractional frequency domains
of the encryption system have to be selected according to the fractional order α, so
that aliasing in the decrypted image can be avoided. This criterion has an effect when
considering the pixelated devices involved in the setup: the CCD array sensor of the
camera, the SLM display of the input plane of the FrFD-JTC (encryption system), and
the SLM displays of the input plane and the FrFD plane in the processor for decryption.
The decryption system for the approach II is presented in the part II of Fig. 1,
placing the functions: T−a;α [h(x)] at the input plane of the JTC and eN2α (u) in the
FrFD.
Figure 8. Schematic representation of the proposed optical encryption setup in
approach II.
4. Conclusion
We have proposed a generalization of the encryption system based on DRPE and a
JTC by using the following fractional Fourier operators: the FrFT, fractional traslation,
fractional convolution and fractional correlation. An additional key given by the
fractional order of the FrFT was introduced with respect to the JTC-based encryption
system in the Fourier transform domain, this new key improves the security of the
encryption system. The modification of the JFPS by means of a nonzero-order JTC
in the FrFD and the introduction of a nonlinear operation on this modified JFPS has
allowed for the retrieval of the original image with a higher image quality. The two
approaches presented to improve the quality of the decrypted image do not increase the
amount of data to be sent prior to the decryption stage. The encryption-decryption
system proposed in this work preserves the shift-invariance property of the RPM h(x)
for the decryption system and the retrieval of the original image, which has been a big
problem in the common definitions of fractional correlation and fractional convolution.
Finally, the proposed encryption and decryption systems are suitable for optoelectronic
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implementation; a two–step JTC in the FrFD can be used for the encryption system
and two successive optical fractional Fourier transforms for the decryption system.
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Appendix A. The fractional Fourier transform operator
The fractional Fourier transform (FrFT) of order α, is a linear integral operator that
maps a given function f(x) onto function fα(u), by [28]
fα(u) = F
α{f(x)} =
+∞∫
−∞
f(x)Kα(u, x)dx, (A.1)
with
Kα(u, x) = Cα exp
{−ipi [(u2 + x2) cotα− 2ux cscα]} ,
Cα =
exp{i(pi
4
sgn(α)− α
2
)}√| sinα| , −pi < α ≤ pi, α = ppi2 , −2 < p ≤ 2, (A.2)
where Kα is the fractional Fourier kernel and sgn is the sign function. For α = 0 (p = 0),
it corresponds to the identity transform. For α = pi/2 (p = 1), it reduces to the direct
standard Fourier transform. For α = pi (p = 2), the reverse transform is obtained. For
α = −pi/2 (p = −1), it corresponds to the inverse standard Fourier transform. The
inverse FrFT corresponds to the FrFT at fractional order −α. The FrFT operator is
additive with respect to the fractional order, FαF β = Fα+β.
The optical FrFT can be implemented using the schematic representation presented
in Fig. 8, where the fractional order α is defined in terms of the distances d1, d2 and the
focal length (fl) of the lens [28, 36]
α = arccos
(√
(fl − d1)(fl − d2)
fl
)
. (A.3)
Appendix B. The fractional traslation operator
We use the notion of the fractional traslation introduced in Ref. [34], which defines the
fractional traslation operator of order fractional α and real value τ as
Tτ ;αf(x) = f(x− τ) exp
{
i2piτ
(
x− τ
2
)
cotα
}
. (B.1)
For a given α, the fractional traslation operator Tτ ;α forms a commutative group.
The composition law is Tτ1;αTτ2;α = Tτ1+τ2;α. When the fractional order α is equal
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to pi/2, the fractional traslation operator is reduced to the usual traslation operator
Tτ ;pi/2f(x) = Tτf(x) = f(x− τ). The FrFT at fractional order α of Eq. (B.1) is
Fα {Tτ ;αf(x)} = fα(u) exp {i2piτu cscα} . (B.2)
Appendix C. The fractional convolution and fractional correlation operators
The definitions of the fractional convolution and fractional correlation operators that
are used in the encryption-decryption systems of Sections 2 and 3 were proposed in
Ref. [34].
The fractional convolution operator is defined by
f(x) ∗α g(x) =
+∞∫
−∞
f(z)g(x− z) exp {i2piz(x− z) cotα} dz. (C.1)
Using the FrFTs Fα{f(x)} = fα(u) and Fα{g(x)} = gα(u), the Eq. (C.1) can be
expressed as
f(x) ∗α g(x) = F−α
[
fα(u)gα(u) exp
{
ipiu2 cotα
}]
. (C.2)
We have the following special cases f(x) ∗pi/2 g(x) = f(x) ∗ g(x), which is the usual
convolution operation and f(x) ∗0 g(x) = f(0)g(0)δ(x), where δ(x) is the Dirac delta
distribution. The fractional convolution of a function f(x) and a shifted Dirac delta
function δ(x− τ) is
f(x) ∗α δ(x− τ) = f(x− τ) exp {i2piτ(x− τ) cotα} , (C.3)
therefore, the fractional traslation operator can be expressed in terms of a fractional
convolution
Tτ ;αf(x) = [f(x) ∗α δ(x− τ)] exp
{
ipiτ 2 cotα
}
. (C.4)
The fractional convolution operator is fractional traslation invariant
Tτ ;α [f(x) ∗α g(x)] = Tτ ;α [f(x)] ∗α g(x) = f(x) ∗α Tτ ;α [g(x)] , (C.5)
the previous equation is a straightforward generalization of the traslation invariance of
the usual convolution operation.
The fractional correlation operator is given by
f(x)~α g(x) =
+∞∫
−∞
f(z)g∗(z − x) exp {−i2pix(z − x) cotα} dz. (C.6)
Using the FrFTs Fα{f(x)} = fα(u) and Fα{g(x)} = gα(u), the integral form of
fractional correlation can be expressed as
f(x)~α g(x) = F−α
[
fα(u)g
∗
α(u) exp
{−ipiu2 cotα}] . (C.7)
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The special cases for the fractional correlation operator are f(x)~pi/2 g(x) = f(x)~
g(x), which represents the usual correlation operation and f(x)~0g(x) = f(0)g∗(0)δ(x).
Finally, the fractional correlation operator is also fractional traslation invariant
Tτ ;α [f(x)~α g(x)] = Tτ ;α [f(x)]~α g(x) = f(x)~α T−τ ;α [g(x)] . (C.8)
The Eq. (C.8) is a generalization of the traslation invariance of the usual correlation
operation.
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